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Lab - Examining Telnet and SSH in Wireshark

Topology

Addressing Table

Minc Wide Oper

Device Interface IP Address Subnet Mask Default Gateway
R1 GO0/1 192.168.1.1 255.255.255.0 N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1

Objectives
Part 1: Configure the Devices for SSH Access
Part 2: Examine a Telnet Session with Wireshark

Part 3: Examine a SSH Session with Wireshark

Background / Scenario

In this lab, you will configure a router to accept SSH connectivity, and use Wireshark to capture and view
Telnet and SSH sessions. This will demonstrate the importance of encryption with SSH.

Note: The routers used with CCNA hands-on labs are Cisco 1941 Integrated Services Routers (ISRs) with
Cisco I0S Release 15.2(4)M3 (universalk9 image). The switches used are Cisco Catalyst 2960s with Cisco
IOS Release 15.0(2) (lanbasek9 image). Other routers, switches, and Cisco IOS versions can be used.
Depending on the model and Cisco I0S version, the commands available and the output produced might vary
from what is shown in the labs. Refer to the Router Interface Summary Table at the end of this lab for the
correct interface identifiers.

Note: Make sure that the routers and switches have been erased and have no startup configurations. If you
are unsure, contact your instructor.

Required Resources
e 1 Router (Cisco 1941 with Cisco 10S Release 15.2(4)M3 universal image or comparable)
e 1 PC (Windows 7, 8, or 10 with terminal emulation program, such as Tera Term, and Wireshark installed)

e Console cables to configure the Cisco IOS devices via the console ports

e Ethernet cables as shown in the topology

Part 1: Configure the Devices for SSH Access

In Part 1, you will set up the network topology and configure basic settings, such as the interface IP
addresses, device access, and passwords on the router.
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Step 1:
Step 2:
Step 3:

a.
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c.
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Step 4:

a.

Step 5:

Step 6:
a.
b.

Step 7:

Cable the network as shown in the topology.
Initialize and reload the router.

Configure the basic settings on the router.

Console into the router and enable privileged EXEC mode.
Enter configuration mode.
Configure the device name as listed in the Addressing Table.

Disable DNS lookup to prevent the router from attempting to translate incorrectly entered commands as
though they were host names.

Assign class as the privileged EXEC encrypted password.

Assign cisco as the console password and enable login.

Assign cisco as the VTY password and enable login.

Encrypt the plain text passwords.

Create a banner that will warn anyone accessing the device that unauthorized access is prohibited.

Configure and activate the GO/1 interface using the information contained in the Addressing Table.

Configure R1 for SSH access.
Configure the domain for the device.
Rl (config)# ip domain-name ccna-lab.com
Configure the encryption key method.
Rl (config)# crypto key generate rsa modulus 1024
Configure a local database username.
Rl (config) # username admin privilege 15 secret adminpass

Enable Telnet and SSH on the VTY lines.

Rl (config)# line vty 0 4
Rl (config-line)# transport input telnet ssh

Change the login method to use the local database for user verification.

Rl (config-line)# login local
Rl (config-line) # end

Save the running configuration to the startup configuration file.

Configure PC-A.

Configure PC-A with an IP address and subnet mask.

Configure a default gateway for PC-A.

Verify network connectivity.

Ping R1 from PC-A. If the ping fails, troubleshoot the connection.
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Part 2: Examine a Telnet Session with Wireshark

In Part 2, you will use Wireshark to capture and view the transmitted data of a Telnet session on the router.
You will use Tera Term to telnet to R1, sign in, and then issue the show run command on the router.

Note: If a Telnet/SSH client software package is not installed on your PC, you must install one before
continuing. Two popular freeware Telnet/SSH packages are Tera Term (http://download.cnet.com/Tera-
Term/3000-20432 4-75766675.html) and PuTTY (www.putty.org).

Note: Telnet is not available from the command prompt in Windows 7, by default. To enable Telnet for use in
the command prompt window, click Start > Control Panel > Programs > Programs and Features > Turn
Windows features on or off. Click the Telnet Client check box, and then click OK.

Step 1. Capture data.

a. Start Wireshark.

b. Start capturing data on the LAN interface.

Note: If you are unable to start the capture on the LAN interface, you may need to open Wireshark using the

Run as Administrator option.

Step 2: Start a Telnet session to the router.

a. Open Tera Term and select the Telnet Service radio button and in the Host field, enter 192.168.1.1.

-
Tera Term: New connection

s TCPIP

Serial

Host: 192.168.1.1
7 History

Service: @ Telnet

SSH
Other

VOK Cancel

TCP portd: 23
SSH version: SS5H?

Protocol:

Help

UNSPEC ~

What is the default TCP port for Telnet sessions?
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b. Atthe Username: prompt, enter admin and at the Password: prompt, enter adminpass. These prompts
are generated because you configured the VTY lines to use the local database with the login local

command.
9 192.168.1.1:23 - Tera Term VT [ESEEE

File Edit Setup Control Window Help

-3oE-3mEaf-Jef-JoE-JoC - JoE-Jof- 0 oE-oE-Jof-Jof-Jof-JoE-JoC-Ju-Jof - - oE-oE-JoE-Jof-Jof-Jof - JoC-JuE-Iof- - oE-oE-JoE-Jof-Jof-Jof oI -eE- E- -
Unauthorized Access is Prohibited?

3030 JoE~30f-3uE- o0 -oE- o - JoE-30f-Jof-Jof -3~ JoE 30 - JoE-30E-JoE- 0 -3 Jof 30 - JoE—Jef-0E-JoE- 0 -oE- o - Jof—Sef-eE-Jof3mE-JoE- E-

User Access Verification

llzername =

c. Issue the show run command.
R1# show run
d. Enter exit to exit the Telnet session and out of Tera Term.

R1# exit
Step 3: Stop the Wireshark capture.

Step 4: Apply a Telnet filter on the Wireshark capture data.

'] Exprg

|Eheﬂ
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Step 5: Use the Follow TCP Stream feature in Wireshark to view the Telnet session.

a. Right-click one of the Telnet lines in the Packet list section of Wireshark, and from the drop-down list,
select Follow TCP Stream.
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools  Help
dm @ [RREBIes=FT o Eaaqf
| |te|net [ "] Expression..
Ma. Time Source Destination Protocol  Length Info
28 38.684843 192.168.1.1 T mese T “6 Telnet Data ...
29 3@.686497 192.168.1.1 Mark/Unmark Packet Chrl+M E Telnet Data ...
31 38.B687398 192.168.1.1 |gr||:|re,l"Ur|igr||:|rE Packet Ctrl+D 4 Telnet Data ...
32 38.688515 192.168.1.1 Set/Unset Time Reference Crl+T 2 Telnet Data ...
34 38.786429 192.168.1.3 ] ] ] 2 Telnet Data ...
35 30.787252 192.168.1.1 Time Shift... Ctrl+Shift+T 5 Telnet Data ...
36 38.707298 192.168.1.3 Packet Comment... Chrl+Alt+ C B Telnet Data ...
37 38.787716 192.168.1.1 B Telnet Data ...
38 3@8.787786 192,168.1.1 Edit Resolved Name B Telnet Data ...
41 38.985737 192.168.1.3 ) 5 Telnet Data ...
Apply as Filter L4 -
Frame 28: 66 bytes on wire (528 bi Prepare a Filter » Erface @
Ethernet II, Src: Clscn.:l_ed:42:h9 { Conversation Filter y 29:26:b9:dd:@e:91)
Internet Protocol Version 4, Src: ) )
Transmission Control Protocol, Src Colorize Conversation ’ 1, Len: 12
Telnet SCTP L4
Follow ¢ TCP Stream
Copy b LUDP Stream
S50 Stream
»
Protocol Preferences HTTP Stream
Decode As...
Show Packet in Mew Window

b. The Follow TCP Stream window displays the data for your Telnet session with the router. The entire
session is displayed in clear text, including your password. Notice that the username and show run
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command that you entered are displayed with duplicate characters. This is caused by the echo setting in
Telnet to allow you to view the characters that you type on the screen.

‘ Wireshark - Follow TCP Streamn (tcp.stream eq 1) - wireshark_D4A31D...

O x

User Access Verification

Username:

fd: adminpass
rruunn
Building configuration...

Current configuration
1

1 2039 bytes

version 12.4
service timestamps debug datetime msec

........................... Poviinnns

..... xterf. . aaddmmiinn

39 cliene plts, 35 sarver phes, 55 rums.

Entire conversation (3302 bytes) * | Show and save data as | ASCIL ¥ | Stream
Find: | [ Findmext |
Filter Out This Stream Print Save as... Back Close Help

c. After you have finished reviewing your Telnet session in the Follow TCP Stream window, click Close.

Part 3: Examine an SSH Session with Wireshark

In Part 4, you will use the Tera Term software to establish an SSH session with the router. Wireshark will be

used to capture and view the data of this SSH session.

Step 1: Open Wireshark and start capturing data on the LAN interface.

Step 2: Start an SSH session on the router.

a. Open Tera Term and enter the GO/1 interface IP address of R1 in the Host: field of the Tera Term: New
Connection window. Ensure that the SSH radio button is selected and then click OK to connect to the

router.
Tera Term: Mew connection &J
@ TCP{IP Host: 192.168.1.1 -
History
Service: O Telnet TCP porti#: 22
@ 55H SSH version:
) Other
Protocol: |UNSPEC ~
Serial
[ (0] .4 ] l Cancel ] [ Help ]
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What is the default TCP port used for SSH sessions?

b. The first time you establish an SSH session to a device, a SECURITY WARNING is generated to let you
know that you have not connected to this device before. This message is part of the authentication
process. Read the security warning and click Continue.

SECURITY WARNMING x

There is no entry for the server "192, 168. 1. 1™ in your list of known
hosts, The machine you have contacted may be a hostile machine
pretending to be the server.,

If you choose to add this machine to the known hosts list and continue,
then you will not receive this warning again.

The server's host key fingerprint is:
Fingerprint hash algorithm: (()MD5  (8) SHA2S55
| SHA256:2Y2C4RmPe0 100D5cOQhSMET+UYAIETcCukjU/L +bo |

+——[RS4 1024]———+
oo. . =0,
= o = oo..
* = =g.. . o0 +
o ¥ oool) . *® 4+
+ =. ®* 5 B
= . 0.0
Eo
+———[SHAZ5H ] ———— +

add this machine and its key to the known hosts list
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c. Inthe SSH Authentication window, enter admin for the username and adminpass for the passphrase.

Click OK to sign into the router.

S5H Authentication

Legging in to 192,168.1.1

Authentication required.

User name: | admin

Passphrase: |ouuuu|

Remember password in memory
[CJForward agent

(®) Use plain password to log in

(") Use challengejresponse to log in{keyboard-interactive)

() Use Pageant to log in

Disconnect

(C) Use RSA/DSA/ECDSA/ED25519 key tologin | Brivate key fils

d. You have established an SSH session on the router. The Tera Term software looks very similar to a
command window. At the command prompt, issue the show run command.

e

& 192.168.1.1:22 - Tera Term VT

L= | B - |

Eile Edit Setup Control Window Help

EaZaEaieteiatstaiadetodatotatadotototetaistototototatetatstotataototatsistatstotad

Unauthorized Access is Prohibited?

0ok 0E-Jof-oE- - JoE-JuE- - JoE ok -JoE - oo~ Jof o0 JoE-JuE- - JoE -0 Jof - o -JoE-30E3ef-JoE 30 Jof-Jof- - e -JeE-ef-

Rifizhow »un

e. Exitthe SSH session by issuing the exit command.
R1# exit

Step 3: Stop the Wireshark capture.

Step 4: Apply an SSH filter on the Wireshark Capture data.

|ssh|
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Step 5: Use the Follow TCP Stream feature in Wireshark to view the SSH session.

a.

c.
d.

Right-click one of the SSHv2 lines in the Packet list section of Wireshark, and in the drop-down list, select

the Follow TCP Stream option.

Examine the Follow TCP Stream window of your SSH session. The data has been encrypted and is

unreadable. Compare the data in your SSH session to the data of your Telnet session.

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_D4A310... — O

s

SS5H-2.8-Cisco-1.25

SSH-2.8-TTSSH/2.83 Win32

S R T - =T o [ Ydiffie-hellman-group-exchange-shal,diffie-
hellman-groupld-shal,diffie-hellman-groupl-shal....ssh-rsa...Jaesl28-
ctr,aesl92-ctr,aes256-ctr,aesl28-cbc,3des-chc,aes192-chc,aes256-
chc...Jaesl28-ctr,aes192-ctr,aes256-ctr,aesl128-cbc,3des-cbc,aes192-
chc,aes256-chc....hmac-shal,hmac-shal-96....hmac-shal, hmac-
shal-96. ... NONE. . o lIOMNE . s s s s s s nnmnnnannnnnne oo Q.
2L9....>y..F....ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-
nistp521,diffie-hellman-groupl8-shasl2,diffie-hellman-grouple-
sha512,diffie-hellman-groupld4-sha2s6,diffie-hellman-group-exchange-
sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupls4-
shal,diffie-hellman-groupl-shal...Wecdsa-sha2-nistp256,ecdsa-sha2-
nistp384,ecdsa-sha2-nistp521,ss5h-ed25519,55h-rsa,ssh-dss....aes5256-
gcmilopenssh. com,aes128-gemlopenssh. com, camellia256-ctr,aes256-

ctr,camellia2s6-cbhc,aes256-cbhc,camelliald2-ctr,aesl192-ctr,camelliald?- w

Packer 13. 33 chiant pkts, 37 server pkts, 56 tums, Olick o solect.

Entire conversation (8777 bytes) * | Show and save data as | ASCII * | Stream

Find: | | Findnext |

Filter Out This Stream Print Save as... Back Close Help

Why is SSH preferred over Telnet for remote connections?

After examining your SSH session, click Close.

Close Wireshark.

Reflection

How would you provide multiple users, each with his or her own username, access to a network device?
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Router Interface Summary Table

Router Interface Summary

Router Model

Ethernet Interface #1

Ethernet Interface #2

Serial Interface #1

Serial Interface #2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) | Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) | Serial 0/0/1 (S0/0/1)

(G0/0)

(GO/1)

Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many
interfaces the router has. There is no way to effectively list all the combinations of configurations for each router
class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device.
The table does not include any other type of interface, even though a specific router may contain one. An
example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be
used in Cisco 10S commands to represent the interface.
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